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Up to 50 Users
Up to 200Mbps

Up to 125 Users
Up to 500Mbps

300+ Users
Up to 2Gbps



M O D E R N P A C K E T  

On-Prem DIA
WAN Link Bonding
Packet Duplication
Per-packet path selection
Link and Per-Class Monitoring (Loss,
J itter,  Congestion)
Forward Error Correction (FEC)
Load Balancing
Gateway Selection
TCP Flow Optimization 
Packet Order Correction
On-Demand Tunneling
TCP Proxy
Latency Optimisation
Scheduling, Queuing, Rate-l imit ing,
Shaping 
LLQ
Dynamic App Recognit ion, identif ies
more than 3000 applications and
protocols
Intel l igent Application Steering
(from 1st packet)

S D - W A N  M U L T I - C L O U D  R O U T I N G

V I R T U A L  W A N  

AWS
Azure
Google Cloud
Red Hat

Only avai lable on an
Advanced l icense:

Static Routing
Connected Routes
OSPF
BGP
MP-BGP
VRRP
ECMP
Route-Fi lter ing
Route Redistr ibution
Route Aggregation 
Proprietary Overlay Routing
Policy Based Routing
PPPoE
VxLAN
GRE
VLAN's
DHCP 



M O D E R N P A C K E T

Applications
App Fi lters
App Groups
URL Categories
Geo Location
Application Identity based (AppID) 
Application Group and Fi lters
Packet Capture on AppID 
IP Blackl ist ing and Whitel ist ing
Custom App-ID signatures 
SSL Certif icate-based protection
Expired cert if icates
Untrusted Cas
Unsupported cyphers and key lengths
Unsupported Versions
NSSLabs Recommended Rating

Intel l igent Pol icy Match Tr iggers

N E X T - G E N E R A T I O N

F I R E W A L L

U R L  A N D  C O N T E N T

F I L T E R I N G

S T A T E F U L  F I R E W A L L  A N D

I P  F I L T E R I N G

B A S I C  S E C U R I T Y  

URL categories and reputation
including customer-defined
Cloud-based lookups
Policy tr igger based on URL
category
URL profi le (blackl ist ,
whitel ist ,  category reputation)
Captive portal response
including customer defined
Actions include block, inform,
ask, just ify,  and overr ide

Zone-based Firewall
Support Address Objects,  Address Groups,
Services, Geo-Location, Time-Of-Day,
Rules,  Pol icies,  
Zone Protection 
DDoS (TCP/UDP/ICMP Flood),  
Syn-cookies 
Port-scans 
ALG support,  SIP,  FTP, PPTP, TFTP, ICMP,
QAT support

Fi lter ing of traff ic based on Geo-
Location, DNS name
Reputation of Source/Destination IP
Addresses – support for both IPv4 and
IPv6. 
Automatic updates of IP Reputation
database.



M O D E R N P A C K E T  

A N T I - V I R U S

 A D V A N C E D  S E C U R I T Y

Default and customer defined signatures
and profi les 
Snort rule formats,  L7 DDoS 
Layer7 Anomaly detection,
Support for JavaScript attacks
Security package with incremental
updates
Ful l  incremental (dai ly) and real-t ime
threat (every hour) 
Lateral movement detection.

Network/Flow based protection with auto
signature updates, 
HTTP, FTP, MTP, POP3, IMAP, MAPI support,  
35+ f i le types supported (exe, dl l ,  off ice,
pdf & f lash f i le types),  
Decompression support,  
Storage profi le support,
Auto signature updates.

N E X T  G E N E R A T I O N  I P S


